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INTRODUCTION
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supported by the European Commission. The data for this report was gathered via

a webbased survey which incled a combination of opeended and multiple

choice responses. Participants have been sent a link to the survey and were assured

of their anonymity.

The creation of a baseline view regarding the current situation in each organization
helped us customize thoutputs we created to better fit the needs of our target
groups.

21 research questions have guided this study. A number of 155 primary and
secondary school teachers, 409 students, 392 parents from 7 European countries
have been requested to fill in th&urvey protected by anonymity.

Key participants: Teachers both female and male, with different
backgrounds, different specializations and different seniority behind the desk
have been invited in the study, in order to insure a big variety of respondents.

Instrument for Data Collection: An online questionnaire was the
instrument used for data collection. It was developed based on the two 21

guestions needed for our study research. The Questionnaire comprised 21

items which were structured using different type of questions varying from:

single choice, multiple choice, point rating scale ranging from never to

always, as well as open-ended questions. There were also demographic
guestions. Out of the 21 questions 2 items were demographic, 4 items were

meant to verify if teachers are using existing technological resources in daily

I nstructi on, whil e the remaining 1tems
online safety.




Data Analysis: The data collected were analyzed using:
V diagrams,
V filters,
V direct observations in case of open-ended questions.

The online questionnaire was the instrument used for data collection which was
later analyzed .

The findings of this research report highlight the urgent need for proper internet
security awareness, edation and protection among school learners and teachers,
as well as to equip teachers with skills needed to promote digital awareness and
digital citizenship in their practice, where appropriate.




PROJECT SUMMARY

"Secure Internet, real Freedom" is BEmasmus+ project that has the main purpose
to spread the use of safe Internet for students and families, surveys, seminars,
posters, films and activities.

While demonstrating how useful and functional it is when technology is used
correctly, it will show bw it can affect our lives when we go beyond its intended
use. With our developing technology, our life has become easier and it has become
a tool that captures our students. Students are getting lonely in a virtual world. A
world without technology is ngbossible, in this project, we teach our students how

to use technology tools correctly and protect them from harm.

The target group of the project are students agetl® The partnership is made up

of 7 different countries: Hungary (coordinator), Turk@&gland, Lithuania, Italy,
Bulgaria and Romania. Communication is provided by online platforms such as
eTwinning and enail. Teachers and students had the opportunity to develop basic
skills such as the use of ICT technologies and establish internaticodration

with their colleagues.

Main goal: to contribute to solving a universal problem by informing students and
families about different activities about safe internet use. Expected effects of the
project at both local and national levels in terms oftbbéeachers and students;
over-use of technological tools, awareness about the European dimension of
education and internalization and active European citizenship, promoting
international cooperation, developing basic skills. The project contributes to
meeting different cultures and implements wig@anging integration. During the
hospitality of foreign students, our students become more open to other cultures
and nations. This can create tolerance and openness for both students and
teachers.

The project isa part the accomplishment of a European secure internet use in
education in collaboration with different organizations interested in forming the
YVSEG ISYSNIGA2Y 2F G2Y2NNR o Qa 9 dzNR LIS



CURRENT SITUATION

AWe are | iving i n a r danesectioad teahnolbgy and humanitywh i c h
is enriching peopleb6s | ives and changing the

Technology offers endless benefits and possibilities to our children that we, as parents,
never experienced. But as a result, childhood is being transformed beyond recognition.

This is the first generation to grow up with unlimited access to information. With the ability
to communicate and connect with people they have never even met. And with the curiosity
to discover the world beyond their homes, beyond their school and beyond their
communities.

We are meant to be the guardians of children yet none of us are prepared for the power
that technology bestows upon us. Nor are we prepared for the perils.

Technology empowers the curious, the creative, and the compassionate but equally, it
empowers the criminal, the corrupt, and the c

Baroness Shields, UK Internet Safety and Security Minister's

speech to the WeProtect Summit

Millions of people throughout the world are using different kinds of ICT devices daily. Two
key technological advancements which have emerged in the past decade are mobile
devices and the internet.

Taking into account that <childrends attitudes
alarming rates we wanted to find out the real situation in the role played by teachers
regarding internet safety taught to students.




STUDENTS

Survey on student's awareness about Internet safety

QUESTIONS

1. ARE YOU?

2. HOW OLD ARE YOU?

3. HOW OFTEN DO YOU GO ONLINE?

4. HOW MUCH TIME DO YOU SPEND ONLINE EACH DAY?
5. HOW DO YOU ACCESS THE INTERNET?

6. DO YOUR PARENTS OR GUARDIANS HAVE RULES ABOUT YOUR
INTERNET USE?

7. IF YOUR PARENTS/GUARDIANS HAVE RULES, HOW DO YOU FEEL ABOUT
THIS?

8. HOW DO YOU AND YOUR PARENTS/GUARDIANS TALK ABOUT THE
INTERNET?

9. WOULD YOU LIKE TO TALK ABOUT THE INTERNET MORE WITH YOUR
PARENTS/GUARDIANS?

10.WHICH OF THE FOLLOWING STATEMENTS DO YOU AGREE BEST WITH
ABOUT THE INTERNET?

11.WHICH OF THE FOLLOWING PRODUCTS AND SERVICES DO YOU
REGULARLY USE?

12.DO YOU FEEL SAFE ONLINE?

13. WHAT DO YOU THINK IS THE BIGGEST THREAT TO YOU WHEN YOU GO
ONLINE? PLEASE CHOOSE ALL THAT APPLY.




14. IF YOU WOULD FEEL THREATENED - WHO WOULD YOU TURN TO FOR
HELP?

15. IF YOU HAD A FRIEND WHO WAS AT RISK - WHAT ACTION WOULD YOU
TAKE?

16. HAVE YOU EXPERIENCED ANY OF THE FOLLOWING ONLINE?

17. HOW MANY TIMES HAVE YOU?
18. IF YOU HAVE EXPERIENCED ANY OF THE ABOVE, IN WHICH SPECIFIC
APPLICATION/SITE DID IT OCCUR?

19. HAVE YOU EVER SHARED THE FOLLOWING INFORMATION WITH A
STRANGER ONLINE?

20. WHAT DO YOU THINK ABOUT THE FOLLOWING PROTECTION
MEASURES?




Results
Are you?

First surveyz all partners

Are you?

382 otroBopa

® Girl
® Boy

Final surveyz all partners

» Girl
= Boy

Hungary




m Boy
m Girl

Bulgaria

m Boy
m Girl

Lithuania

m Boy
m Girl

Poland

44%

® boy

m girl

m Boy
u Girl

m Boy
u Girl




m Boy
u Girl

Romania

m Boy
u Girl

Turkey

m Boy
u Girl

m Boy
u Girl

m Boy
u Girl

m Boy
u Girl




Italy

m Boy
u Girl

m Boy
u Girl

The survey was filled by 409 students. The number of the &mythe girls was
approximately equal53% were girls, 47% were boys.




How old are you?

First surveyz all partners

How old are you?
382 otroBopa

@® Under 8
® 38t 10
® 1M1to14
@® 15017
@ 18+

Final surveyz all partners

How old are you?
409 oTroBopa

@ Under 8
@® 38010
@ 1M1to14
® 15017
@ 18+




Hungary

m Under 8
m8to 10
m1llto 14
m15to 17
m 18+

Bulgaria

mllto 14
m15to 17

Lithuania

= Under 8
m8to 10
mllto14
m15to 17
118+

m38to 10

mllto14

m15to 17

m 18+

m8to 10
mllto14
m15to 17

mllto14
m15to 17



8% 9%

Poland

m Under 8
m8to 10
m1llto 14
m15to 17
m 18+

Romania

= Under 8
m8to 10
m1llto 14
m15to 17
m 18+

Turkey

= Under 8
m8to 10
m1llto 14
m15to 17
m 18+

m Under 8
m8to 10
m1lto 14
m15to 17
m 18+

= Under 8
m8to 10
m1lto 14
m15to 17
m 18+

= Under 8
m8to 10
m1llto 14
m15to 17
18+




Italy

m Under 8 11%' 9%
m8to 10 ‘
mllto 14
m15to 17

18+

m Under 8
m8to 10
mllto14
m15to 17
18+

The majority of the students are between 11 and 14 yeais51d%.38.1% are
between 15 and 17 years old.




How often do you go online?

First surveyz all partners

How often do you go online?
382 oTroBopa

@ Daily
@ Weekly

@ Monthly
8,1%
B

Final surveyz all partners

How often do you go online?
409 oTroBopa

@ Daily
@ Weekly
@ Monthly




Hungary

m Daily
m Weekly
m Monthly

Bulgaria

m Daily
m Weekly
m Monthly

Lithuania

m Daily
m Weekly
m Monthly

u Daily
m Weekly

m Daily
m Weekly
= Monthly

m Daily
m Weekly
= Monthly




Poland

m Daily
m Weekly
m Monthly

Romania

m Daily
m Weekly
m Monthly

Turkey

m Daily
m Weekly
= Monthly

m Daily
m Weekly
= Monthly

m Daily
m Weekly
u Monthly

m Daily
u Weekly
= Monthly




Italy

= Daily
= Weekly m daily use
= Monthly m weekly use

The majority of the students respond that they go online daily. There is a slight
tendency for this percentage to decrease in the final survey. Although the difference
IS not big (22%) it is possible that a process of evaluation and understanding both
thebenefits and the dangers of the Internet has begun.




How much time do you spend online each day?
First surveyz all partners
How much time do you spend online each day?
382 otroBopa

@ More than 5 hours
@® 1-5 hours

@ Less than 1 hour
A @ Don't have regular access

Final surveyz all partners

How much time do you spend online each day?
409 otroBopa

@ More than 5 hours
@® 1-5 hours
@ Less than 1 hour

. @ Don't have regular access




Hungary

m More than 5 hours

m 1-5 hours m More than 5 hours

m 1-5 hours

m Less than 1 hour m Less than 1 hour

m Don't have regular
access

Bulgaria

= More than 5 hours m More than 5 hours

m 1-5 hours m More than 5 hours

m Less than 1 hour m More than 5 hours

m Don't have regular
access

m Don't have regular
access

Lithuania

= More than 5 hours m More than 5 hours

m 1-5 hours m 1-5 hours

m Less than 1 hour m Less than 1 hour

m Don't have regular
access

m Don't have regular
access




Poland

m More than 5 hours
m 1-5 hours
m Less than 1 hour

m Don't have regular
access

Romania

m More than 5 hours
m 1-5 hours
m Less than 1 hour

m Don't have regular
access

Turkey

m More than 5 hours
m 1-5 hours
m Less than 1 hour

m Don't have regular
access

14% 12%

23%

m More than 5 hours

m 1-5 hours

m Less than 1 hour

m Don't have regular
access

m More than 5 hours

m 1-5 hours

m Less than 1 hour

m Don't have regular
access

= More than 5 hours

m 1-5 hours

m Less than 1 hour

m Don't have regular
access




Italy

m More than 5 hours m More than 5 hours

m 1-5 hours m 1-5 hours
m Less than 1 hour m Less than 1 hour

m Don't have regular
access

m Don't have regular
access

UNICEF

Base: Children who have Internet access (94%)

Old 1 i afe ale ed i O
. Higher &
8-9. 10-11.{12-13./14-15 16 -17 Elementary | High unigrersity
'z an hour and less 9.7 (0 9 13 6 6 6 11 8
between ¥z an hour and one hour 18.9 23 g 19 19 16 19
between one and two hours 27.4 38 28 32 27 21 28 29
between two and three hours 21.6 ; 19 18 26 22 21 23
more than three hours 21.6 12 15 18 | 27 18 23 21
Not sure/DK 0.7 1 1 1 4 [1]

Base: Children with internet access (94%)

Furthermore, there is even more significant drop in the time students spend
online each day. The difference is the greatest in the responses of Bulgarian students.
At the beginning 58% answer that they use the Internet for thare5 hours a day
while in the final survey only 7 % choose this answer.




How do you access the internet? Please choose all that
apply

First surveyz all partners

How do you access the internet? Please choose all that apply.
382 otroBopa

Parents'/guardians' computer a...
Own computer at home

Own laptop

Mobile phone

Games console

Internet cafe

Friends houses

Relatives houses

School

Club

47 (12,3%)
116 (30,4%)

150 (39,3%)
341 (89,3%)
88 (23%)

26 (6,8%)

77 (20,2%)

50 (13,1%)
152 (39,8%)

10 (2,6%)
Community center 12 (3,1%)
Other 40 (10,5%)

0 100 200 300 400

Final surveyz all partners

How do you access the internet? Please choose all that apply.
409 oTroBopa

Parents'/guardians' computer a...
Own computer at home

Own laptop

Mobile phone

Games console

Internet cafe

Friends houses

Relatives houses

43 (10,5%)
128 (31,3%)
194 (47,4%)
369 (90,2%)
109 (26,7%)

90 (22%)

School 131 (32%)
Club
Community center 16 (3,9%)
Other 45 (11%)

0 100 200 300 400




-
Community center 1
|
Internet cafe m

]

Relatives houses s
]

Games console s
|
Own laptop ——

I
0AOAT OO0 Te@AOAEAT O 8
0 20 40 60

Other 1 2%, 1
Community center m 4%, 2
Club 1 29% 1
School messss 3294 16
Relatives housesm 6%, 3
Friends houses mmm 16% 8
Internet cafe 1 2%, 1
Games console mmmmm 269%, 13

Mobile phone m———— 060, 48

Own laptop = 409%, 20
Own computer at home s 3804 19

0AOCAT 00" TCWNOAEAT O 8
0 10 20 30 40 50 60

Other m——
Community center =
Club =
Internet cafe wem
School  me—
Relatives houses =
Friends houses
Games console m—

Mobile phone m—————

Own laptop  me—
Own computer at home ———

0AOAT 60" T@OAOAEAT O’ 8

0 10 20 30 40 50

Hungary

Other
Community center =
Club =
School m—
Relatives houses mm
Friends houses mmmm
Internet cafe
Games console
Mobile phone s —————
Own laptop s —
Own computer at home m———
0AOAT OO T@BAOAEAT O 8

80 0 10 20 30 40 50
Bulgaria
Other mm 5
Community center = | 3
Club = 3

School mss—— 25
Relatives housesmm | 5
Friends houses mm 5
Internet cafe mm 5
Games console me———— | 20
Mobile phone s s——— | 45
Own laptop =ees——— | 27
Own computer at home mess—— 24
0AOAT OO Te®ABDAEAT O 8
0 10 20 30 40 50

Lithuania

Other  m—
Community center ==
Club
Internet cafe wm
School m—
Relatives houses mmmmm
Friends houses msm—n
Games console m———
Mobile phone s ———
Own laptop =———
Own computer at home ——
0AOAT OO T@OAOAEAT O 8
60 0 20 40 60 80 100




Poland

Other m—m Other mm
Community center 1
School FEEEE——
) Club 1
Relatives houses mmmmmm Internet cafe m
Friends houses mmm——— Games console mmm—

Friends houses mm—m
School m—
Relatives houses mm
Own laptop ——— Mobile phone s ——
Own laptop me—
Own computer at home m——
0AOAT OO T@OAOAEAT O 8

Games console mmmm—""
Mobile phone

Own computer at home m—
0AOAT OO TCOAOAEAT O 8

0 10 20 30 40 50 60 0 10 20 30 40 50 60
Romania
Other s Other =
Community center s Community center =
Club == Club
Internet cafe m— Internet cafe =
School m—— Games console mmmms
Relatives houses mmms Friends houses mmm
Friends houses mmms School
Games console s Relatives housesn
Mobile phone s ——— Mobile phone ms—————
Own laptop =e— Own laptop =s—
Own computer at home m— Own computer at home s
0AOAT OO T@bhe@AEAT O 8 0AOAT OO T@OAOAEAT O 8
0 10 20 30 40 50 0 10 20 30 40 50 60
Turkey
School @ School |
Relatives houses @ Relatives houses|

Friends houses }

Mobile phone I
Games console P

Mobile phone Own laptop N
Own laptop L

Own computer at home N
Own computer at home L

Parents'/guardians'

0AOAT 00" 7 GRBWSWEAT O 8 computer at home
0 10 20 30 0 10 20 30 40 50




Italy

Community center 1 Community center 1
Club 1 Club m
School == School s
Relatives houses mm Relatives houses m
Friends houses mm Friends houses mmmms
Internet cafe 1 Internet cafe m
Games console mmmm Games console s
Mobile phone m———— Mobile phone
Own laptop  me— Own laptop s
Own computer at home = Own computer at home m=m
0AOAT OO *COAOAEAT O 8 0AOAT 60" T@OAOAEAT O 8
0 20 40 60 80 0O 10 20 30 40 50 60
UNICEF

Figure 5. Internet access of children aged 8 to 17 years in the households;
Base: Total target population|

By your knowledge, does your child have In which of these ways does your child access internet
any kind of internet access? these days?

5%

= | believe no
1%

Yes for sure

M | believe o

yes
4%

Base: Total targeted population By devices of his/hers friends

Most of the students access the Internet via their mobile phones. There are no
considerable differences between the first and the final survey.




Do your parents or guardians have rulegbout your
Internet use?

First surveyz all partners

Do your parents or guardians have rules about your Internet use?

382 oTroeopa
® No
@ Yes, my parents restrict my access
@ Yes, my parents have time limits
a @ VYes, both

Final surveyz all partners

Do your parents or guardians have rules about your Internet use?

409 oTroBopa

® No

@ Yes, my parents restrict my access
@ Yes, my parents have time limits
@ Yes, both




Hungary

= No

H Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both

Bulgaria

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both

Lithuania

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both

= No

H Yes, my parents
have time limits

m Yes, both

H Yes, my parents
restrict my access

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both




Poland

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both

Romania

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both

Turkey

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both

= No

m Yes, my parents
restrict my access

u Yes, my parents
have time limits

m Yes, both

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both

m No

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, both




Italy

= No = No

m Yes, my parents
restrict my access

m Yes, my parents
restrict my access

m Yes, my parents
have time limits

m Yes, my parents
have time limits

m Yes, both m Yes, both

Another issue that may be considered optimistic is the fact that fewer students
respond that they have no rules as far as Internet usage is conc@rig in the
first survey and 61.4% in the final survey.

The greatest difference may be spotted iratiwvers of the Bulgarian student
I 78% in the beginning vs 33% in the final survey. 33% of the Bulgarian students
respond that they have rules about Internet at the end of the project, in the beginning
this percentage was just 8%.




If your parents/guardians have rules, how do you feel
about this?

First surveyz all partners

If your parents/guardians have rules, how do you feel about this?
326 oTroBopa

@ it's okay, it's for my benefit and
protection

9,8%

@ It's okay, | get plenty of time online
@ Itannoys me, | would like to spend more

time online
@ It annoys me, it makes me feel they
don't trust me
54,6%

Final surveyz all partners

If your parents/guardians have rules, how do you feel about this?
350 otroBopa

@ It's okay, it's for my benefit and
protection

@ It's okay, | get plenty of time online

@ It annoys me, | would like to spend more
time online

@ It annoys me, it makes me feel they
don't trust me




Hungary

m It's okay, it's for

my benefit and m It's okay, it's for my

protection benefit and
protection
m It's okay, | get
plenty of time | It annoys me, it
online makes me feel they

don't trust me
m It annoys me, |

would like to m It's okay, | get
spend more time ple_nty of time
online online

H It annoys me, it
makes me feel H [t annoys me, |
they don't trust would like to spend
. more time online

Bulgaria

m It's okay, it's for
my benefit and
protection

m It's okay, it's for my
benefit and
protection

m It's okay, | get

plenty of time H It's okay, | get

plenty of time

online i
online
mit annoys me, | m It annoys me, |
would like to _ would like to spend
Spgnd more time more time online
online

H It annoys me, it
makes me feel
they don't trust
me

H It annoys me, it
makes me feel they
don't trust me

Lithuania

m It's okay, it's for my

benefit and protection m It's okay, it's for

my benefit and

protection
m It's okay, | get plenty
of time online m It's okay, | get
plenty of time
online

m It annoys me, | would
like to spend more
time online m It annoys me, |

: would like to
H It annoys me, it makes spend more time
me feel they don't P

trust me online




Poland

m It's okay, it's for my
benefit and protection

H It's okay, | get plenty
of time online

m It annoys me, | would
like to spend more
time online

m It annoys me, it makes
me feel they don't
trust me

Romania

m It's okay, it's for my
benefit and protection

m It's okay, | get plenty
of time online

m It annoys me, | would
like to spend more
time online

m It annoys me, it makes
me feel they don't
trust me

Turkey

m It's okay, it's for my
benefit and
protection

m It's okay, | get plenty
of time online

u It annoys me, | would
like to spend more
time online

B It annoys me, it
makes me feel they
don't trust me

m It's okay, it's for my
benefit and
protection

u It's okay, | get plenty
of time online

m It annoys me, |
would like to spend
more time online

H It annoys me, it
makes me feel they
don't trust me

m It's okay, it's for
my benefit and
protection

m It's okay, | get
plenty of time
online

m It annoys me, |
would like to
spend more time
online

m It's okay, it's for my
benefit and protection

m It's okay, | get plenty
of time online

® It annoys me, | would
like to spend more
time online

® It annoys me, it makes
me feel they don't
trust me




Italy

m It's okay, it's for my
benefit and protection m It's okay, it's for my
benefit and
protection

H It's okay, | get plenty

. ; m It's okay, | get
of time online Y, 9

plenty of time
online

m It annoys me, | would
like to spend more
time online

m It annoys me, |
would like to spend
more time online

m It annoys me, it
makes me feel they
don't trust me

H It annoys me, it makes
me feel they don't
trust me

A little less optimistic is théact that the number of students who feel annoyed
by the rules has increased. This is may be due to the increase of the parents who
introduce new Internet usage rules in their families. Students may need a little time
to get used to the rules and acceptith




How do you and your parents/guardians talk about the
Internet?

First surveyz all partners

= We talk openly and regularly about
what | do online

= We sometimes talk about what | do
online

= We rarely talk about what | do online

= We never talk about what | do online

Final surveyz all partners

= We talk openly and regularly about
what | do online

= We sometimes talk about what | do
online

= We rarely talk about what | do online

= We never talk about what | do online




12% 4 17%

Hungary

= We talk openly and
regularly about what
| do online

m We sometimes talk
about what | do
online

m We rarely talk about
what | do online

m We never talk about
what | do online

Bulgaria

u We talk openly
and regularly
about what | do

online
H We sometimes

talk about what |
do online

m We rarely talk
about what | do
online

m We never talk
about what | do
online

Lithuania

m We talk openly and
regularly about what |
do online

m We sometimes talk
about what | do online

m We rarely talk about
what | do online

m We never talk about
what | do online

m We rarely talk
about what | do
online

m We sometimes
talk about what |
do online

m We talk openly
and regularly
about what | do
online

m We never talk
about what | do
online

m We rarely talk
about what | do
online

m We rarely talk
about what | do
online

m We sometimes
talk about what |
do online

m We never talk
about what | do
online

m We sometimes talk
about what | do
online

m We rarely talk about
what | do online

m We never talk about
what | do online

m We talk openly and
regularly about what
| do online




Poland

m We talk openly and
regularly about what |
do online

m We sometimes talk

about what | do online

m We rarely talk about
what | do online

m We never talk about
what | do online

Romania

m We talk openly and
regularly about what
| do online

m We sometimes talk
about what | do
online

m We rarely talk about
what | do online

m We never talk about
what | do online

Turkey

= We talk openly and
regularly about what |
do online

m We sometimes talk
about what | do online

m We rarely talk about
what | do online

m We never talk about
what | do online

m We talk openly and
regularly about what
| do online

m We sometimes talk
about what | do
online

m We rarely talk about
what | do online

m We never talk about
what | do online

= We talk openly and
regularly about what
| do online

m We sometimes talk
about what | do
online

m We rarely talk about
what | do online

® We never talk about
what | do online

= We talk openly and
regularly about what |
do online

m We sometimes talk
about what | do online

m We rarely talk about
what | do online

m We never talk about
what | do online
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m We talk openly and
regularly about what |
do online

m We sometimes talk
about what | do online

m We rarely talk about
what | do online

m We never talk about
what | do online

m We talk openly and
regularly about
what | do online

m We sometimes talk
about what | do
online

m We rarely talk about
what | do online

m We never talk about
what | do online

A 10% decrease on the number of responders who never discuss online
activities with their parents is a positive tendency as well.




Would you like to talk about the Internet more with your
parents/guardians?

First surveyz all partners

Would you like to talk about the Internet more with your parents/guardians?

382 oTroBopa

Final surveyz all partners

® Yes
® No

Would you like to talk about the Internet more with your parents/guardians?

409 oTtroBopa
@ Yes
® No
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mYes = No

mNo mYes

Still 70.7% of the students wouldn't like to talk about the internet with their
parent. These answers are very similar to the ones given at the beginning of the
project activities.




Which of the following statements do you agree best with
about the Internet?

First surveyz all partners

Which of the following statements do you agree best with about the Internet?

382 oTroBopa

@ | love it and use it all the time

@ | use it for schoolwork

@ | use it for entertainment
/ @ | use it for news

A @ | use it to talk to friends

@ It sometimes affects my life negatively
® | could do without it

Final surveyz all partners

Which of the following statements do you agree best with about the Internet?
409 oTtroBopa

@ | love it and use it all the time

@ | use it for schoolwork

@ | use it for entertainment
/ @ | use it for news

‘ @ | use it to talk to friends

@ It sometimes affects my life negatively
@ | could do without it
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m | love it and use it all
the time
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m | use it for
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m | use it for news
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m It sometimes affects
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m | could do without it
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entertainment
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| use it to talk to
friends

m It sometimes affects
my life negatively
m | could do without it

Again, most of the students respond that they love the Internet and use it all
the time, a lot of them use it to communicate with friends and for entertainment.




Which of the following products and services do you
regularly use (i.e. on a daily or weekly basis)?
First surveyz all partners

Which of the following products and services do you regularly use (i.e. on a daily or weekly basis)?
382 oTroeopa

MSN/Windows Live Mess...
Yahoo messenger

AOL Messenger

Hotmail

Gmail

Yahoo! Mail

Facebook

96 (25,1%)
34 (8,9%)

187 (49%)

250 (65,4%)

FaceParty
YouTube
iTunes
Second Life
Flixster
Photojug
Flicker
Habbo
Skype
Xbox Live
PS3 Online
Wii Online
Twitter
Blogs
Online games
Chat sites

345 (90,3%)

1 (0,3%)
0 (0%)

41 (10,7%)
43 (11,3%)
14 (3,7%)

4 (1%)

48 (12,6%)
10 (2.6%)

118 (30,9%)
39 (10,2%)

1 (0,3%)

0 (0%)

4 (1%)

o 100 200 300 400

Final surveyz all partners

Which of the following products and services do you regularly use (i.e. on a daily or weekly basis)?

409 oTrosopa

MSN/Windows Live Mess. .. 58 (14,2%9%)
Yahoo messenger 40 (9.8%)
AOL Messenger 19 (4,69%)

Hotmail 26 (6,4%)
Gmail 235 (57.5%)
Yahoo! Mail 12 (2,99)
Facebook 227 (55,5%)

FaceParty
YouTube
iTunes
Second Life
Flixster
Photojug
Flicker
Habbo
Skype
Xbox Live
PS3 Online
Wii Online

344 (84,1%)

6 (1,5%)

68 (16,6%)
25 (6,1%)
Online games

Chat sites

155 (37,9%)
81 (19,8%)

5 (1,2%)

3 (0,7%)

3 (0,7%)

(o] 100 200 300 400
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Table 19. Using of ICT application;
Base: The children who have Internet access [94%)

Male | Female | §-9. | 10-11.  12-13. | 14-15 | 16 -17

YouTube 88.5 a7 90 89 89 88 91 a6
Facebook 76.1 76 45 51

PC games websites 5.5 89 92 81

Viber 56.3 50 64 39 56 55 66 58
Skype 50.8 56 44 35 48 50

Mail account 433 44 33 41

Instagram 28.1

WhatsApp 258

Viber Wink 17 .1

Twitter 9.3

Chat room 38

Snapshot 51

Blog 5

While the YouTube is still most preferred by the students, there is a slight
tendency for the Facebook to lose popularity.




Do youfeel safe online? Please choose the statement tha
best applies to you.

First surveyz all partners

Do you feel safe online? Please choose the statement that best applies to you.

382 oTrosopa
@ Yes, | never come across any threats or
nuisances
@ Yes, | feel | can handle any threats or
nuisances that come my way
@ Sometimes, although | have heard of

19,9% people having bad experiences that m...
@ Sometimes, because | have had bad
experiences that make me more awar...
39,8% @ No, | never feel safe online and am
always thinking about the dangers

Final surveyz all partners

Do you feel safe online? Please choose the statement that best applies to you.
409 otroBopa

@ Yes, | never come across any threats or
nuisances

@ VYes, | feel | can handle any threats or
nuisances that come my way

@ Sometimes, although | have heard of
people having bad experiences that m...

@ Sometimes, because | have had bad
experiences that make me more awar...

@ No, | never feel safe online and am
always thinking about the dangers
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Bulgaria
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mYes, | never come across any
threats or nuisances

m Yes, | feel | can handle any threats
or nuisances that come my way

ometimes, although | have heard
people having bad experiences
at make me more aware of the

angers
ometimes, because | have had bz

experiences that make me more
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No, I never feel safe online and am
always thinking about the dangers
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Yes, | feel | can handle any threats
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g
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2xperiences that make me more
aware of the dangers

No, I never feel safe online and am
always thinking about the dangers

Most of thestudents think that they are safe online. They know that there are
certain threats but consider themselves capable of handling them.




What do you think is the biggest threat to you when you
go online? Please choose all that apply

First surveyz all partners

What do you think is the biggest threat to you when you go online? Please choose all that apply.
382 otroBopa

Bullying or harassment by frien... 155 (40,6%)

Unwanted sexual approaches i... 113 (29,6%)

Coming across sexual images... 89 (23,3%)
Being sent sexual images or co... 85 (22,3%)
Someone using my photos in a... 127 (33,2%)
Someone taking unwanted pho... 102 (26,7%)
Threats in the place/environme... 88 (23%)
Other 130 (34%)

0 50 100 150 200

Final surveyz all partners

What do you think is the biggest threat to you when you go online? Please choose all that apply.
409 oTtroBopa

Bullying or harassment by frien...

160 (39,1%)
Unwanted sexual approaches i... 122 (29,8%)
Coming across sexual images... 99 (24,2%)
Being sent sexual images or co... 97 (23,7%)
Someone using my photos in a... 110 (26,9%)
Someone taking unwanted pho... 102 (24,9%)
Threats in the place/environme... 76 (18,6%)

Other 151 (36,9%)
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Figure 10. Assessment of potentially most relevant Internet risks;
Base: Total target population

Estabishing contacts with strange persons |
Expasure to the harmful contents “
Bulying/Cyberbuiying  E R
Sexxual solicitation and grooming “
Stealing or abuse of the personal data and information “
Exposure to the sexual and pornographic contents “
rratrciing [

Expasure to the harmful advices and suggestions (religious, health or other nature) “
Meeting online contacts offling

Money stealing

Inducement to alcholol and drugs abuse, krime m
Bat influence on health e

Internet addiction m

Falce internet profiles n
Peers violence, bulling E
Viruses and hacking l

oer X

Most of the student still consider bullying or harassment by friends the
greatest onlinelanger- 39.1%, followed by unwanted sexual approach9.8%
and the usage of personal phatd6.9%.




If you would feel threatened- who would you turn to for
help? Please choose all that apply

First surveyz all partners

If you would feel threatened - who would you turn to for help? Please choose all that apply.
382 otroBopa

A friend 173 (45,3%)

My parents/guardians 245 (64,1%)

My teacher 34 (8,9%)

The police 98 (25,7%)
Religious/traditional/community... 10 (2,6%)

Other 34 (8,9%)

| haven't felt threatened 51 (13,4%)

0 50 100 150 200 250

Final surveyz all partners

If you would feel threatened - who would you turn to for help? Please choose all that apply.
409 oTtroBopa

A friend 218 (53,3%)

My parents/guardians 261 (63,8%)
My teacher 50 (12,2%)

The police 71 (17,4%)

Religious/traditional/community... 9 (2,2%)

Other 25 (6,1%)

| haven't felt threatened 85 (20,8%)
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Most students feel safe online. They know that there are certain threats, but
they consider themselves capable of dealing with them.

It is worrying that very few students would turn to teachers for help with such
a problem.




If you had a friend who was at risk what action would you
take? Please choose all that apply

First surveyz all partners

If you had a friend who was at risk - what action would you take? Please choose all that apply.
382 otroBopa

Do nothing 34 (8,9%)

Talk to my friend 215 (56,3%)
Persuade my friend to get help

Talk to my teacher 53 (13,9%)

153 (40,1%)
Talk to my parent/guardian 128 (33,5%)
Talk to religiious/traditional/com... 13 (3,4%)
Report to a call center/hotline 14 (3,7%)
Report to the Police

Other 27 (7,1%)
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Final surveyz all partners

If you had a friend who was at risk - what action would you take? Please choose all that apply.
409 oTtroBopa

Do nothing

Talk to my friend 251 (61,4%)

Persuade my friend to get help 162 (39,6%)
Talk to my teacher 52 (12,7%)
Talk to my parent/guardian 120 (29,3%)
Talk to religiious/traditional/com... 16 (3,9%)
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Most of the students would tell their parents or a friend if they feel threatened
online or if their friend is at risk.61.4%.




Have youexperienced any of the following online? Please
choose all that apply

First surveyz all partners

Have you experienced any of the following online? Please choose all that apply.
382 otroBopa

Pressure from friends to do thin... 45 (11,8%)
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Unwanted sexual approachesii...
Coming accross sexual images... 65 (17%)
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Someone using my photos in a...
Someone taking unwanted pho...
None of these
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190 (49,7%)

0 50 100 150 200

Final surveyz all partners

Have you experienced any of the following online? Please choose all that apply.
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UNICEF

Table 21. Risk assessment {high risk contents and situations);
Base: Total target population

High nisk Total Parents education
Elementary High ul-::grg?;ify
Exposure to the harmful contents 53.9 58 53 54
Establishing contacts with strange persons 525
Trafficking 448
Exposure to the sexual and pornographic contents 437
Stealing or abuse of the personal data and information 40.9
Sexual solicitation and grooming 39.8
Exposure to the harmful advices and suggestions (religious, health or other)| 38.9
Bullying/Cyberbullying 38.2

Meeting online contacts offline 349
Monev stealina 237

However, the majority of the students haven't experienced actual threats
online.




How many times have you:

First surveyz all partners

How many times have you?
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Most students respond that they avoid communicating with people that they
know in person and they have never talked about sex with people they don't know
children have shared their name and agh people online but seem to be much m
careful about address, phone number, school and personal photos.




If you have experienced any of the above, in which

specific application/site did it occur?
First surveyz all partners
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Have you ever shared the following information with a
stranger online?

First surveyz all partners
Have you ever shared the following information with a stranger online?
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Final surveyz all partners
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Hungary z final survey
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